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Less than 1% of top 
web sites use security 

features available today.



Good security is possible, 
but at a substantial cost. 

Not all can afford it.



New systems are not built in 
isolation: platforms, tools, 

documentation, know-how, all of 
that  needs to change before we 

can move on…



Fixing the Internet is like fixing a 
plane while in the air.



Existing [insecure] platforms 
can’t be saved. Learn, then 

move on. Focus on making new 
platforms secure by default.



Our goal should be to 
change the collective 

mindset so that security 
becomes the new norm.





It's working! 



!10Google Transparency Report: Email encryption in transit  http://www.google.com/transparencyreport/saferemail/

Outbound 
Jan 2014: 30% 
Sep 2018: 90%

Inbound 
Jan 2014: 25% 
Sep 2018: 89%
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Let’s Encrypt Growth
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HTTPS pages over 80%



Catch: Most of these work 
only if the ecosystem is 
ready for the change. 





Possible ➝ Documented ➝ 
Achievable ➝ Convenient 

➝ Widespread



SSL Labs



“Try it now”
Remove the barrier to entry by  
making tools easily available.



SSL Labs Test



Make it easy  
to understand

Give users technical information they need, 
but structure it so that they know exactly 

where they stand.



SSL Labs Report



Make the 
goals clear
No confusion about what the 

next step should be.



SSL Server Rating Guide



Get the incentives 
right, keep moving
Develop useful grading criteria that  

makes the next step just out of reach.



SSL Pulse



Awareness is a 
vital ingredient

Awareness starts conversations. 
Conversations lead to urgency. Urgency  

creates budget. Things get done.



Flow: The Psychology of 
optimal experience





“Seductive Interaction Design”, by Stephen P. Anderson











Make security  
interesting and fun

Usable security that  
people actually want to use.



Purpose-Driven Design



EVERYONE SHOULD 
HAVE GOOD INTERNET 

SECURITY



WHOIS, DNS, DNSSEC, DANE, CAA, 
SMTP, STARTTLS, MTA-STS, X.509, 

CAs, SPF, DKIM, DMARC, ARC, IPv4, 
IPv6, HTTP/2, Cookies, SSL, TLS, 

HSTS, HPKP, RC4, SHA, CT, Expect-
CT, Referrer Policy, Mixed content, 
CSP, SRI, privacy, and many more…



WHOIS, DNS, DNSSEC, DANE, CAA, SMTP, 
STARTTLS, MTA-STS, X.509, CAs, SPF, DKIM, 

DMARC, ARC, IPv4, IPv6, HTTP/2, Cookies, SSL, 
TLS, HSTS, HPKP, RC4, SHA, CT, Expect-CT, 

Referrer Policy, Mixed content, CSP, SRI, privacy, 
and many more…



No one has time, 
expertise, or budget 

to do all of this properly.





Easy to 
understand and 

communicate

Wide coverage 
of security and 
configurations 

standards

Simple on  
the surface



Hundreds of 
complex tests 

under the hood

Full data 
available when 

needed

Correlation and 
meaningful 

findings



Full data 
available 

as needed



Ease of Use  
Reports show only what they need 
to, and provide practical advice.



Public 
dashboards

In partnership 
with official 

organisations



Everyone 
starts with 
the default 

badge

If you have 
robust HTTPS 
you get this 
one instead

HARDENIZEHARDENIZE

Web site badges



Simplified to 
focus on most 

important 
aspects first.



Make security  
interesting, 

easy, and fun.


