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Person of Interest, CBS/Warner Bros.
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AWS Machine Learning Blog

Using Amazon Rekognition to Identify Persons of Interest for Law Enforcement
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This i & Guest post by Chris Adsima, & Serior Information Systems Analyst for the Washington County Sheriff's Office
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Joy Buolamwini (photograph by Niccolo Caranti, unmodified (CC BY-SA 4.0))




Gender Darker Darker Lighter Lighter Largest
Classifier Male Female Male Female Gap

B8 NMicrosoft 94.0% 79.2% 100% 98.3% 20.8%

99.3% 65.5% 99.2% 94.0% 33.8%

88.0% 65.3% 99.7% 92.9% 34.4%

Source: gendershades.org, Joy Buolamwini, MIT Media Lab




New Al can guess whether you're gay or
straight from a photograph

An algorithm deduced the sexuality of people on a dating site with
up to 91% accuracy, raising tricky ethical questions

Source: The Guardian




Source: OnSign TV, onsign.tv (CC BY 2.0)
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UNIT COMMISSIONING IN
PROGRESS

Westfielid

Source: news.com.au







Supermarket chain Foodstuffs
admits facial recognition
technology used in some
stores

Source: NZ Herald




Churches Are Using Facial
Recognition to Track Members, This
Startup Says

What happens when biometrics meet the
Divine?

Source: Motherboard
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Source: Vox Observatory, youtube.com/watch?v=Pc2aJxnmzh0
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Source: Vox Observatory, youtube.com/watch?v=Pc2aJxnmzh0




Source: Vox Observatory, youtube.com/watch?v=Pc2aJxnmzh0




twitter.com/braddwyer/status/930680470064558080
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128 Mecisrements Genercted from Image
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urce: Adam Geitgey, "Machine Learning is Fun Pt. 4", medium.com
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HOW DO WE MESS
WITH THESE

THINGS?




BECOMING

INVISIBLE







Windows 10 face unlock can be tricked
using printed headshot

Near-infrared image trickery can allow an attacker to bypass Window 10 Hello face authentication
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Source: ZDNet




We fooled the OnePlus 6's face unlock
with a printed photo

Source: Mashable
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Anti-surveillance clothing aims to hide
wearers from facial recognition

Hyperface project involves printing patterns on to clothing or
textiles that computers interpret as a face, in fightback against
intrusive technology
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Source: The Guardian
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Py
place sticker on table

"Adversarial Patch": Tom B. Brown, Dandelion Mané,Aurko Roy, Martin Abadi, Justin
Gilmer




Invisible Mask: Practical Attacks on Face
Recognition with Infrared

Zhe Zhou', Di Tang?, Xiaofeng Wang®, Weili Han', Xiangyu Liu*, Kehuan Zhang®
'Fudan Univiersity, ‘CUHK, *IUB, *Alibaba Inc.
! zhouzhe @ fudan.edu.cn
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“Invisible Mask": Zhe Zhou, Di Tang, Xiaofeng Wang, Weili Han, Xiangyu Liu, Kehuan
Zhang




“Invisible Mask": Zhe Zhou, Di Tang, Xiaofeng Wang, Weili Han, Xiangyu Liu, Kehuan
Zhang
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