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Connected to the Internet for
the first time in 1998




Internet Evolution
In Cameroon
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WHERE IS THE RISK ?
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HOW COMMUNICATION AROUND SECURITY IS BEING DONE

how we explain vs what happening

Actual Event
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messages were full of security & technical audience was very confused, was not able
Words’ nobody WELS able to understand to Understand What to dO and hOW to react










RISK MALWARE
HACKERS ACTIVIST

Phishing

Virus

ENCRYPTION
CYBER DDOS

VULNERABILITY  spoorine
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GROUND ZERO PAIABREACH  AGSET

FOR SECURITY
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DOMAIN
Brute Force Attack

via  RANSOMWARE




For Good Cause

SECURITY REASON

You Shall! You Will! You Must!




Frustration
Business Broker

Banning

v’ Frustration and Anger

v’ Feeling Of Insecurity

v Reduced Job Involvement
v' Mental Disengagement

v" Deviant Behavior

v’ Risk taking behavior
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INSECURE PRACTICES







Information Security Management is about

MANAGING RISK

RISK

" THREAT

VULNERABILITY
* Flow
¢«  Weakness

THREAT MOTIVATION
 Actor * Financial
e QOrganisation * Political
* Government e Publicity

THREAT VULNERABILITY




Business is looking for
Opportunies to Growth
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Security Is
NOT a show stopper for the business! We Support
The Business!

@

We are Solution
Provider for a
SECURE Business
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Defined Roles & Responsibilities
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BUILDING A STRONG FIRST
LINE OF DEFENSE

Don’t Forget Primary Controls
& KPI




UNDERSTAND YOUR COMPANY INTEREST —
HOW DO THEY MEASURE SUCCESS?




RISK

Legal & Regulatory
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Service Disruption

Financial Reputational

Strategic/ Competitive



Type

Who needs to
know

Compliance Monitoring compliance with Compliance, CEO,
M1 .
Management Legal, Regulatory & policies Board members
: Monitoring Information Security | Business Risk,
M2 | Risk Management Risk Posture CEO, Board
M3 carpelelines Monitoring Process Performance | CFO, CEO, HR
Management
M4 | Security Operations VuInerap|I|t|es |dentified by CISO
Categories
. L
M5 | Security Operations Remedlatlon.Roadmap & Level of CISO, CIO, CTO
Implementation
: . Empl V ' :
M6 | Security Operations mployees & Vendors security Supply Chain, HR

Awareness & Trainings




23

Talk the talk 2

The risk people
Potential to gain unauthorised remote control of
a corporate system

Potential to cause a denial of service

Potential to gain unauthorised access to
information

TARGETED

Potential to gain access via social engineering

The board members techniques

COMMUNICATION

Potential to gain additional user privileges

Financial Rizk
Legal and Regulatary Risk Potential misuse of corporate systems
The IT guy
Reputational risk
Patch Management
Disruption of services

Development Practices
Strategic/ Competitive risk

Network Segregation

The security guy

Configuration Management

Identity & Access Management

o @Keitu_Tsotetsi



TRAINING &
AWARENESS
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About 386.000.000 results (0,47 seconds)

Why Most Cyber Security Training Doesn't Work - Wombat Security
https://www.wombatsecurity.com/news/why-most-cyber-security-training-doesnt-work ~

Sep 18, 2012 - There's been a lot of debate lately about whether or not cyber security training is worth
the investment. To engage in this debate, it is important ...
You visited this page on 10/19/18.

Why Healthcare Security Awareness Training Doesn't Work (And What ...
https://www.alienvault.com/.../security.../why-healthcare-security-awareness-training-d... ¥

Dec 27, 2017 - The last five years have seen a meteoric rise in the number of cyber attacks targeting
healthcare organizations.Why? Because healthcare ...

O Type here to search




Mandatory Information

, - Training Content SMS/Mails/Memos
Security Training
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TAKE AWAY







